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6.1.6
Solution #1.6: Enabling access control to network slices that cannot be access simultaneously

6.1.6.1
Introduction

6.1.6.1.1
Design Principles
The following consideration constitute the Design Principles substantiating this solution:
- It should be possible for an operator to decide whether two or more Network Slices can be configured to be accessed within the same PLMN and whether they can be accessed simultaneously or not on a per UE basis
- The current Rel.15 Configured NSSAI concept, which establishes that a Configured NSSAI “may either be configured by a Serving PLMN and apply to the Serving PLMN, or may be a Default Configured NSSAI configured by the HPLMN and that applies to any PLMN” should be preserved
- Rel.15 baseline should be used for basic enforcement of Access to Network Slices whereby a UEs use the Requested NSSAI to signal what Network Slices the UE is requesting to access in the current PLMN. As such the Requested NSSAI should be based on the (Default) Configured NSSAI and Allowed NSSAI when available
6.1.6.1.2 
Working Assumptions


Operator defined Access to Network Slices: The proposal assumes that an operator should be able to determine what Network Slices should or should not be accessed together at all and what Network Slices can be accessed within the same PLMN but not simultaneously on a per UE basis
During the Registration procedure the UE is provided with an Allowed NSSAI, information on whether two or more S-NSSAIs in the Configured NSSAI cannot be supported by the 5GS to serve the UE simultaneously and information whether two or more S-NSSIAs, contained in the Allowed NSSAI cannot be used simultaneously. This information is provided as part of the Registration Accept message and in this proposal, this information is referred to as Network Slice exclusion rules. 
The UE can then use this information (i.e., Network Slice exclusion rules, Configured NSSAI and Allowed NSSAI) to determine whether the 5GS supports a combination of S-NSSAIs from the Configured NSSAI, which the UE uses when constructing the Requested NSSAI. In addition the UE can determine whether two or more Network Slices from the Allowed NSSAI can be used simultaneously, when requesting access to UP resources, e.g., through a PDU Session Establishment procedure or a CP resources, e.g., through a Service Request procedure.

Network Slice exclusion rules proposed in this solution also supports the case where an operator chooses to configure an AMF or NSSF to provide only non-mutually exclusive Network Slices in the Allowed NSSAI, if it is so desired.

The solution sticks to current Rel. 15 definition of Allowed NSSAI: “NSSAI provided by the Serving PLMN during e.g. a Registration procedure, indicating the S-NSSAIs values the UE could use in the Serving PLMN for the current registration area”
Therefore, the solution assumes that anoperator may configure the AMF to include in the Allowed NSSAI combinations of S-NSSAIs that are allowed in the current registration area but that may or may not be used simultaneously, in contrast with the Allowed NSSAI used in Rel.15. where Network Slices can always be used simultaneously. 

This information is provided to the UE during the Registration procedure and it may also be provided using the UE Configuration Update Procedure.  
In addition, the solution also supports the case where the 5GS is either not able to support all possible combinations of S-NSSAIs for a UE or the operator wishes to configure the 5GS not to support access to two or more Network Slices. In this case Network Slice exclusion rules apply to S-NSSAIs entries in the Configured NSSAI that cannot serve UE simultaneously and all S-NSSAI entries in the Allowed NSSAI are configured to be used simultaneously. 
The enforcement of mutually exclusive rules, e.g., when the Allowed NSSAI includes combinations of S-NSSAIs referring to Network Slices that may and may not be used simultaneously, takes place during PDU Session Establishment and Service Request procedures.
As per Rel.15 principles, upon the establishment of a NAS Signalling connection, a signle N1 termination point is located in the AMF and the AMF may keep the NAS signalling connection until the UE de-registers from the network. The AMF is therefore in the position to enforce exclusion rules for messages intended to Network Slices that that should not be used simultaneously with other already serving Network Slices.
The solution assumes that different Network Slice exclusion rules affecting the same set of slices could be provided todifferent UEs.
The solution assumes that a common AMF may be shared by two or more Network Slices that are configured so that they cannot be accessed simultaneously.
NOTE: It is FFS whether solutions should addresses Network Slice exclusion aspects of all procedures that take place prior to the establishment of a PDU Session.



Editor's note:
This solutions focuses on the FS_eNS Objective pertaining to "Identify, prioritize and study the practical non-roaming and roaming deployment scenarios and system impacts when the 5GS is not able to support all possible combination of S-NSSAIs for the UE". The solution addresses this aspect by providing Network Slice exlusion rules for all S-NSSIs from the Subscribes S-NSSAIs. In addition this solution allows the enforcing of Network Slice exclusion rules for S-NSSAIs referring to Network Slices that cannot be accessed simultaneously, during a PDU Session Establishment procedure and Service Request procedure to prevent simultaneous use of Network Slices that are mutually exclusive but which S-NSSAI combination can still be supported by the 5GS.These rules may be configured at the AMF or NSSF


The solution assumes during the SMF selection, that the NSSF (or AMF if configured accordingly) is configured to apply Network Slice exclusion rules. The application of relevant Network Slice exclusion rules will ensure that the UE only accesses slices that can be access simultaneously according to the Network Slice exclusion rules. If a UE, which requests access to a Network Slice that is mutually exclusive to slices that are already accessed, the Network (i.e., the AMF) will reject the request with an appropriate code. A UE may request access to Network Slices that are mutually exclusive e.g. due to USIM swap.
6.1.6.1.2.1 
Control Plane Considerations
The solution relies on the following system principles currently specified in both TS 23.501 and TS 23.502

1) The establishment of a NAS Signalling connection allowes the transfer of MM and SM messages. However SM messages are transported via the NAS TRANSPORT message, in itself an MM NAS message
2) Althoguh a NAS Signalling connection exists, the AMF is always in the position to enforce access restrictions and isolatation
3) In addition, non of the MM messages currently defined are Network Slicing specific and therefore, the sheer establishment of a NAS Signalling connedtion cannot be construed as automatic access to a particular Netowrk Slice.

4) Also, as per current principles, “the AMF instance serving the UE logically belongs to each of the Network Slice instances serving the UE”, therefore access to each onte of this Network Slice instances is logically separted
6.1.6.1.3 
Network Slice Access Exclusion Rules (Exclusion Rules)
Exclusion rules are configured in the subriber record within the UDM on a per S-NSSAI basis. The exclusion rule can be either preconfigure in the UE or provided via the Registration procedure or Configuration Update procedure. The exclusion rules provided to the UE convery the following information on a per S-NSSAI basis:
1) S-NSSAIs that are mutually exclusive to this S-NSSAI. This effectively yields combinations of S-NSSAI that can be accessed simultaneously. This combination can configured or tagged as groups but the proposals does not mandate this.
2) Whether a mutually exclusive S-NSSAI can be used sequentialy (if a two mutually exclusive S-NSSAI are included in the Allowed NSSAI, this indicates that two or more Network Slices can be sequentially used without the need to re-register as long as they are not accessed simultaneously. When no entries in the Allowed are mutually exclusive as per the provided exclusion rules, the UE can use all entries in the Allowed NSSAI simultaneoulsly
Note: This proposal assumes that exclusion rules are provided as a separate information element (e.g., not necessarily part of the Configured NSSAI). Furthermore the proposal does not mandate that non mutually exclusive S-NSSAI be grouped but it does not preculed grouping. This is left to Stage 3 to decide. 
6.1.6.1.3.1 
Roaming Consideration
Exclusion rules follow the same Rel.15 model with regards to roaming scenarios, whereby S-NSSAI informationi in the visisted network is mapped to the Home counterpart. As such, exclusion rules are mapped based on operators Service Level Agreement dictating the treatement of S-NSSAI information in the visited PLMNs. 
6.1.6.2
High-level Description

6.1.6.2.1
Services and Illustrated Procedures

6.1.6.2.1.1
Registration Procedure
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Figure 6.1.6.2.1-1:
Registration procedure

1-21.
As per current specification.
22.
The Network (AMF if configured to do so or NSSF) derives the set of Network Slices that can and cannot be accessed simultaneously and/or the combination(s) of Network Slices that are not supported in the 5GS.

If the Allowed NSSAI contains S-NSSAIs that may or may not be configured to be used simultaneously as specified in the exclusion rules, the UE then uses these Network Slice exclusion rules to determine what Network Slices can be accessed during a PDU Session Establishment of Service Request procedure.

NOTE 1:
If the Network Slice Exclusion rules provided to the UE in the Registration Accept message do not indicate any Network Slice combination that cannot be used simultaneously, that means that all S-NSSAIs in the Allowed NSSAI correspond to Network Slices that the UE can access at any time.


Network Slice Exclusion rules for Network Slices that cannot be accessed simultaneously (i.e. through the same AMF)apply to the S-NSSAIs within the Allowed NSSAI provided to the UE by the current AMF and they may also apply to S-NSSAIs entries in the Configured NSSA, which the UE uses to construct a Requested NSSAI.


If the UE wants to request access to Network Slices, corresponding to S-NSSAIs not present in the Allowed NSSAI, the UE applies Network Slice exclusion rules applicable to all S-NSSAIs included UE in the Configured NSSAI and UE re-registers without providing the 5G GUTI in the AS message.

NOTE 2:
Similar to the derivation and construction of the Allowed NSSAI which is provided upon successful registration, a new set of Network Slice exclusion rules may also be provided at any time, e.g. upon a successful Registration procedure or through a UCU procedure.
6.1.6.2.1.2        Eforcement of mutually exclusive rules
For the case when the Allowed NSSAI includes S-NSSAIs that are mutually exclusive, the following cases apply:

1) The UE attempts to establish a PDU Session on a Network Slices that is mutually exclusive (Section 6.1.6.2.1.2.1 applies or

2) The UE attempts to establish a signalling connection on Nework Slice that is mutually exclusive (Section 6.1.6.2.1.2.2 applies)
Note that if the NAS transaction is not network slice specific (e.g., Sending of SMS over NAS) the solution assumes that all slices are applicable for this this transaction
6.1.6.2.1.2.1
PDU Establishment


M
Figure 6.1.6.2.1.2-1: PDU Establishment

0.
Based on the Allowed NSSAI, network slice selection rules (e.g., Network Slice exclusion rules received during Registration procedure) and local configuration, the UE can select S-NSSAIs to request the establishment of a PDU Session, considering the S-NSSAI Network Slice exclusion rules.

1.
If in Step 0 the UE chooses a S-NSSAI that cannot be used simultaneously (according to the Network Slice exclusion rules) with other S-NSSAI(s) where PDU Sessions are already established, event though the S-NSSAI combination is supported by the 5GS, the UE initiates a PDU Session Release procedure of those PDU Sessions selected in step 0.

2.
The UE initiates a PDU Session Establishment procedure, providing the S-NSSAIs for PDU Session to be established selected in step 0.
6.1.6.2.1.2.2
Service Request Procedure
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0. If the Allowed NSSAI contains S-NSSAIs for slices that are mutually exclusive, the UE slects for which PDU Session it wants to request reactivation.
1.
Same as in current TS 23.502 specification.

2.
The AMF correlates PDU Session Ids with S-NSSAI as per stored UE Context and it deactivates PDU Sessions that are mutually exclusive.
Note. The soliution assumes that the AMF requires to correlate PDU Session ID with their corresponding slices to ensure that requested PDU Sessions to be activated are served by Network Slices that are not mutually exclusive.
6.1.6.4
Impacts on existing services and interfaces

Editor's note:
This clause describes impacts to existing services and interfaces.

The AMF/NSSF may determine that set of rules the UE needs to follow when selecting slices that are mutually exclusive. The Network (the AMF) sends this rules during the Registration procedure or through a Configuration Update procedure.

The AMF may invoke PDU Session Release operation (Nsmf_PDUSession_ReleaseSMContext) to release PDU Session on network slices that are mutually exclusive.
6.1.6.5
Evaluation

Editor's note:
This clause provides an evaluation of the solution
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0. UE Selects S-NSSAI(s) where PDU Establishment is to be requested, considering exclusion rules
2. The UE establishes a new PDU Session using S-NSSAI selected in step 0
1. Based on exclusion rules, the UE may release PDU Sessions served by network slices that are mutually exclusive with the network slice where the PDU Session is to be established



